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(57) Abstract: A cracker monitoring system has a simplified system configuration for automatically detecting the attacks of a LAN 
(1) by crackers so that the LAN (1) can be protected from crackers with minimum restrictions of communication without the need 
for skilled personnel. A sensor (5) is provided at the entrance to the LAN (1) to detect every IP packet passing therethrough. The 
sensor (5) uses the TP packets to detect various attacks of the LAN (1) by crackers. The information on the attacks detected by the 
sensor (5) is provided for a director (6) that controls a firewall (2). The director (6) controls the firewall (2) according to the provide 
information to stop unwelcome IP packets from entering the LAN (I). 
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Te a r d r o p (DS^^ (DMM t tlX ^ ^ 7. h (D I P7 \^ U7.X$> 
20 'S, ^dT, ^CDzKXhOI P7h*l/;^<&3^5fel PTKUTxh-T-g) I P 

gfrT?>. cntCiO, T e a r d r o p (75iJf»<D^«i (h ^ h 7 

- ^ F^(7)7i^X h m^utPalti, :J^-||^nfc I P /I'ir «y h^O I P /N° 

25 (i. ^{cigHt ^nT^fc:5^®a5^(D I P /t'ir >v H tC^^fS-r-S?^ 0 (7) I P 
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1 9 

7i^6RJT^BtP«1^ HulE^^fJ^nfc I P A'^^y ht'-^^iUmTC I P T K 1/ X 
i|lI-W5^jS7C I PT K U7>^*-rS I PA'^r.y h 7!>^* M IB h -7 - ^ 

nfc I P/'^^y hti#^3M{f7c I PT h' ^ ^>y*-<^^STtc 

fe^7}^Xh(7)IP7Kl/:^tr$)^nfftgtt7i^*i«Vi. t?eoT. :i(D^otJi I 
P T H l/X^itm 7C I P T K l/X <h LTWr ^ I P A"^^;/ 

;ic?5^^$ e>{c, HffiB^^i'J^ nfc I p A^>y hn^siiitTc i p t H 
iciiA-r^(?5^iaii:-r ^ftfiiBm^B#rpifi> Mis^i'j ^nfc i p a^ 

'yhtC^^?^^I PTFl-Xi:IWl-(DaiE^I P7HU7.^Wt-^I P/'^ 
rUi^-^^ S y n - f \ o o d(Dm^ tmm. T e ar d r o p (DXjf 
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2 0 

^tz^timUV-D-D. T e a r d r o p \zM't ^ y h'7-^0{*®fc + 

^fz. Land t^^t^n^mti^4 (Dmm(Dixm^'^^i^rzm^\z$> 

/N'-ir h <h|Wl-(^M{f 7C I P T H U7.Rt;^3*E^ I P T H <£:^-r ^ I 

-TAj:^*., Land<hVO?SC^T«, Jtif 7C I PTHUXii^^fel P 
T H 7. ch Tit |W] — -e ^ I P/1^r>^ h7!>tj^m$nT< tZ.X-. 
I P/^^-y h tm~(Dmm7t 1 PTHl/XStX^^tl P7H^7.€:Wr 
^ I P /^-ir h li[^;5t^^ $ nT7&^ 6.m^B#rBl, hU-'l^ izn 

^fc, V^~^ h CO o. - -tf c;) /N° X ^ — Y 5r 511 1# t" ^ tfl IE 

5 (Da^M<Dij!f^iC'e^^tfll2 I P/t'ir «y h |W| - O ii <S 7t I P T h' 
XISlZS^^ I P 7 H 1^7. ^^-r^ I P /^'ir -y h7:>^*Hul2^- ^ h 9-^ tCii 

fT^cti^-^, ^ 5 (Dmmot^^iz^.^ I P/\-^-y h(D^5fe I P T H U7> 

•y h (T^iifiTC I P T H l/Xti, /7 ^ .y :^-C7)«^ST{3^^:^7> hCD I P 



wo 01/13589 PCT/JPOO/00869 

2 1 

7Hl/7.T^^o figoT. ^5 (DmmO)X^^\Z^.^ I P 'ir h <!: |il - 
{C ck 0 . ^ ^ V ^ - « . S-i? ® /N- 7. y - H ^ W-r S I P A- 'ir ^y h ^ <y 

^tHIB I P A°-y h <h|W|-<7)j^m7C I P T H I P T H l/X 

^m^^ I P A^^> hT&^BulB^'-':/ h -7-^:7 HjlA-r-St^^ia^T^mS 
T' S -5) o 

T^cC^-^ . ^ 6 cDa^cT^iJj^lC-^^ I F /'^'T y h <D^^ I P T K 1/ X 
« . ^ t $ n/t 7}n X h (D I P 7 H U 7. T? ^ o ^ fc, I P Z'? -ir 

ommitl P7 H^7^Rt^'^$fe I P7 Hl/X^Wr^ I PA-ir-y h^. 

— )V^ik^T ^ I P/^^^y h<&^->y h«7 — i7(^#^<D7}^7. hlCii^L^T 
fe, |g I P A^ >y ^^Igi|#^:i^7> h e>n7^ct< Tit^. ^(D'i^^ 

^m-^iZ. IP (Internet Protocol) S O' < ® M ^ tf C» ^> >y h "7 - 
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2 2 

7C I FT F U7.SLr//X«^^ I FT HVXSr^-r^ I P/'^'ir^;/ ^'^Hfi 

15 HfIie!t#^©i^m7C I F 7 H UXRI/ZXli?^^ I F7 F U'X.^r^fr-r^ I 

20 OfiJ^l'l475'^i^^'2>o 

(DA 0 □ tl, l^^-y h 9-^ lC3tA<S:|5S±-r^ I P i'^'T y V 



wo 01/13589 PCT/JPOO/00869 

2 3 

Jl/^ffl ViS ^ iT. |iE#(D->7.5"A«:fiilffl L O O <^ -> X -t" A ^ «l 

^ ;i <h =b nlHgT^^o 
121® C7)ffl#?^cta5i0j 
p)c El T- * ^ . 

mi^Z^l^^X. lfi;^>;/h'7-^<hbTCDLANT'^^c ZLOLAN 
1«. ^J^«*< -itt- H (Ethernet) ^ m X mm tltz ^ (D X' $> 

h ■ ^ - Zr )V\Z^m-t ^ --^ y :^-h'-^,' TCP/I P(7^ 
^IlS?:tf^/!:*<^V:7h'^x7. TCP / I P ± T^gg-T ^ ^ T ^ U 
-ir- -> 3 > y h r!? X y (^Hj^Ji, telnet, ftp, smtp ^) A^^S^n. 
.1 P{CSc3'<Sm^"T^S^L'TliSo 

if^mmm<Diy7.7-l^X\-^^ L AN 1 OA 0 □ lc/A°>^r «y h -7 ;U:$' 
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2 4 

x^^^±^tirzmm(D i pny h t&w > ^ - h 3 #j*^b in {t^n 

T#^c<h#(C. PA-'Irv h^M^UTL AN 1 'vOiS A ^ Pfl^-T 

^„ ^fc, -7 ^ ;i/^^^7 T < JUT, L AN 1 '^(TJiiATS^^^^n-Cli 
I P/t'Jr.y h7&^*j2§{t^nT^}t ^n$:L AN 1 izl^m-T 

-So 

^ 7 ^ -V-^ :t - 2 <h -r > - >:/ h 3 t O ^i . /N y 4 ^ ^ ^ 

i^^o ^Tz. do-t 5 ic«> mmy T -< 7t~)v 2 ^mm-r^m 

^ o 

mllB-fe >-t^ 5 U N I XT->>tI=t b 

(i, t c p d ump tiit)n^y :7 h't7iT7;>^'^^^nTt/i-5>o :iot 

c pdumplickoT, /N:/4^ii^±TcDl Y> n'xv h^^ --^^-y 

•^/cSibf^ti. H (promise cast mode) 
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2 5 

^tz. . iz>-tf5ti. IP7Hl/7.^i#/!:-f. ARP ( Adress 
Resolution Protocol) . R A R P ( Reverse Adress Resolution 
5 Protocol) (Dn^rvVm. J^N^^iSr/^^r h;&tji{t$tlT#T t), ^ 

ntc^-r-5;c;:^<& LT^ci^^ct e> y :7 h x t finite $ nr ^ . ^ * 

10 tz^(r>V-y X.T (i^^T, U XA) *^*^^$nTt.v;g>. 

31 (7)Xjt^;^^T;i'rf U XA«, x -i' U ^ ^ 6 t T 43 € , 1^ 

tff IB 7=^ ^ 1/ ^ i57 6 mjlE-7 t < :t - ;U 2 ^^Jtaif^ V 7 h 

15 x7 (ii^T, 7^ ^ ^J^«IT;^:^ u i ^ ) Ti^^^^^nxi/^^o 
AvjJ^ ^ 2^ llJg ^ (7D Hi IJJ 0^ T ^ o 

20 Bfji3-k >-t>- 5 tt. mtt^n?) I PA'^-;^ v^w-^on< l\- F-T-'-r X 

I P V h ^. iUfi^ I P 7 K l/XRt>"^^ I P T K V7.<r>m.7A\z% 
25 B#FB^Pp^Pil5^0?I^(75 I P /N'^ h O P t. . [51 — (^jiff I P T H UX ^ 
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2 6 

^ i^m^^ (D mm ^ n ■:> fc ±X' . ^n^bo) i p 'jr h ^ ^ 0 ts^ e 

h . Hij iHl (7) li- < ^ < A T' ^ ^ U :^ 0 iZi ^ fc* I P /-^T y h(Do-^ 

omh^i^^ I p/i'ir^y h (D^nmm:^^ ^m^mm^mj&vrzmm&.'i^iz 

^ T ;u U'X A tie o T i 13 tT*3 n ^ . 

1 <Dmm(Dt^m. -tut)-^^-- >^.^^t^mm^noo z.<d 

mmxit. -tr > 1t 5 « . ^ ^ U M jZti <^ cfc ^ t3 IX 0 /u ?t* I P /t ^ h 
, itiWTC I P 7 H 1/ X75^|W1-T'. K-ommmit I P T K UT^A^'L 
AN 1 (D^U(D^(DXSb^'B I PA'iriy t-S^H^fU, & I P y 

hmiz^^n^ I p/N°^^> h-^^m-r ^±x <D^^ i pthu-xcdm (c 

tlttL AN 1 Hil-r^ I P 7 H l/XOifi-Cfei)) <£tttb-r^o ^bT> 
P/t^-yhfft?Jfttiibfc^5feI P7Hl/X(D^ffitC*fL. ^ 

o I p /N°-ir '7 hu im~(Dmm7t i p 7 h i/x <d i p /N^-y kp) ^^<h 
m^^i p T \' u7.<DmLm-'<D^^ I p t \^ ux^mv. a-^TCP 

it ^ :^ -i:? > h -r o 
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WO 01/13589 

2 7 

h-i/;^7&^L AN 1 icM$^j:(.^^T(D I py^^>v hS^H** bM;^?T^n^c 
mm^i PT Hi/x*^iwi-T'. ao, mmm^i p t h* uxt^^-l an i 
jSiisLfci PA-^>> h^A^b, m^^^^- 
^ <h ^ ^ -r -5 . 

\^u7.tm-'(Dmm7z i pt hvx^wt^ i p a'^>v h*^*L an i 

^ry^^)i2(Dy ^ )i9m^y 7^ )\^'^*^^^^'> -®<^^^ ^ 

y^^0^')V2\t. ±ISjtfi7tI PTHUXSr^t-r^ I P A ^ <y h 
LAN l-.<DjiA^Ri±r^o 3:ntCi:0, # - h X ^ -^^ > 0 13^^ b 

LAN 1 ^^um-^ti^o 
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2 8 

7i*5, j'^u^^eiit. ±mm^mm is^m) ^m\Mi-r -com 
m). mm 1 m^^m^^f- 1^ (D mm 7t I PTKi/x;*^e>c^i p /-^^^ 

h (DL AN 1 ^(Dmx^M±t ^ \zy T ^ ^ — 2 ^WMT ^ o 
VXtJ^ e> 05 I P /'^'ir h tt. L AN 1 tCjlAf^ :i t^T^T^tVi. 

X . f ^ u ^ ^ & i-^^ -ttifn^mm (^-^m) ^m'j^-r ^^-c'\z. 
m 1 m^km^^^ - ^ ^ ^ ^^'f^*' '^^^ ^^^'^ ^ ^(ow,! 

^5^_^<^^^f7Cl PTHWT.^^'S.O)! P/\-'ir.yh<DLANl'\(DjiA 

i^i: , ^ 2 CD aim CD lif^ (Syn-f 1 ood) (D^^^m^'i=r o . 

V hUOo->E>. LANl icMfS^^ I P 7 h* l/X<D & I P hi¥ 
{I^fU, Wil T> n'r y h^H^^tl^Synffll P/t'lr-y hi£:^cD^# 
B#^JJllMtC)ilM^ffltiiT^. ^LT, fftili S y n ffl I P -y h <D1X 

#B#^iJ;5^'b0T.^BtFBl 2 l3>Fa1) I*] nfc Sy nffl I PA- 

«y h |p1 I P 7 H U ^ <^ I P hPrt lc:i¥l£T^ Ti^STi^i^ 

'^-So ^LT, cfc T^cC S y n ffl I P A'lr «y h7&^#^E-r 

^l::ttmLrcSynffl I P/'^'ir-y h€:^i?)T^ne>CDSynffl I PA^ 

nffl I P/N-'ir-y ht'^LT, ^ tl^n\z^^^^-t ^ Ac kffi I P ^ h 
(s¥b < ti^S y nffl I P A^^T'y h 1 — (DiiftTC I P 7 H UX^Wb, 
ac), Y nm I P -J \^ T C P ^ y y ^ <D y - > ^ 0) '-^ 
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2 9 

nrch<D^^. mc^^i ptki/7.<di f ^t^y hmp^^zw^-r ^^^^ 
±U(Dti 'y > h^^^mmm (m^itiem) &.±X'$>^m^\zit. sy 

n-f \ o o a(Di^'m^^U^tlX^^^^ t^^^l^. ^(DZ. h^fri-r^ 
t.. (DiSc^^&^^^^^nfc S ynffll P v V (Dm'mTt \ P7H 
l/XOfiT^-^Sit/^S^ I P T F 1/X<DMt'-^ <ii^ (K^T, z.nh<^ 

H O J: ^ ts.%tm-ti^^% \ Py \^V7.if'n — X.. fiolg^^IPTh'l/ 
XTi^L AN 1 tcM-r^±T<D I P V Ym\Z-^\^-ZWJK'fit:>n^ , 

p^C^D. **JS?f^MTMi, Synffl I P v ht^flH^tzS-DH^TSy 
n-f lood<&^^Ufe7&^\ ^^c^Jc^TiXaJitCctDSyn-f loo 

T- ja O . |g ii iS TC I P 7 K 1/ 7. L A N 1 {C M "T ^ =& I P /N° 'Jr -y h S¥ (C 

PA^«:/ h^t-^^n^Syn/Ac kffl I P n^r v 
<D5lt#B^^J)lil-|IIli^Jft ffi-r ^ LT. am L^c# Syn/Ack^I 
P/^'ir «y h (7)5i#P^g'Jji^ e>m^StrB^ (>^iJAt^ 2 #Pb1) FMt^mtt^ S 
y n /A c kffl I P A-'Jr h 1^ Ci^fSTC I P 7 H U X <D I P A 'ir «y 
h^l^l:i#^E-r^ji^S75^P^^o 3:o<i;#. ^ (7) ct o S y n / A c k 
ffl I P V h 7^^*?? ^t" -5) J® ^ I- ^± ^ $t tta m b S y n / A c k ffl I 
P/\°-ir<y h^^8e)T^n^(7)Syn/Ac kffl I PA'Jr^y hO^S^^:^ 
'^>h-r^o ^ ^.<c, ^(7);^ > h L.fc^n^*n<7) S y n / A c k ffl I 
P/^-ir«y hlC^fUT. I^Syn/Ac kffl I PA^-y h(Z)Mm7Cl P7 
F 1/X t I p 7 h* U XCO I P A-'ir hl¥i£:il-^^o d O t # , 
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3 0 

mSyn/AO^miVyt^y hiZtHt^T^Ac k ffl I P ^ ^ K (i^ 
L<«^S y n/Ac kffl I P A-^r^y h(Dmm^ I F T I' 7. tm- <D 
?(E$feIPTh*^X<&Wb, ja^. ^Syn/AckfflIP/V>:r-yhOT 
Cp/\.y:$'-43(D->-'ir>X# ^ c7) Ac kS^^^f-SAc kffi I P 
J-^^y h) T'SoT. B.-:?KS y n/Ac kffl I P/'^^-y ^(7)5^^#B#^J 

Syn-f.lood OXjf^/O^Vj: $ nT ^ :i t =£:^^TSo 

n - f 1 o o d rorj?^^^^ Lfc^ t 5:^T^-i5' <t . -tlH S y n / A 
c kffl I F /^^y hommitl PTH l/XtT^MT-'-^'RD^^^fe I P T H 
U7.(Dm^--^-C$>^o COm^. S y n/A c kffl I P/iy >y hCOil 
(STCI F r V UT^a^my'-^lSLU^^cl PTHUXOM^-^S'ti. 
•e'n. ^(-IftBHbfcBfjtE^ 2 a5JC»^*D 5=^-^5^13 i3tt^ S y n ffl I P 
-ir >y h^5fe I PT H U'XOM7^-i5'> 3ll{f 7C I P T H X « iii-T^- ^ H 

^i.:p^^^-^o)mm7ti P7 Hi/X/&w-r^ I pa°^>> hts^'l an i 

^^^r|7;t->'U2<D7^;i/^tS5S:77'f>'i'^»^i?^^^» IwiB^ii, ¥ ^ 

u^^ 6it. m2m-^^mmmy'-^^z^^n^^9ci FT \'U7.tm- 
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3 1 

±l3itf5^ I P T H 1^7^ <&Wr ^ I F/'^'ry ^^V^tiilB^ffe I P 

7 Ki^x^wr-s I p y-^^y hf)^^ >^-^y H 3 1)^ (bmm-^ fix < ^ 

t. -^(75 I P A-Jr <y h <^J%^ L , L AN I ^<DmX^^±'^ ^ ' Z.n\Z 
J:0, Syn-floo dCDi^^i)^ b L AN 1 t&H*^ $ tl S <h , Z. 

(Dmx^m±f^^o\zy7-i^^^-)^ 2 ^mmt^o cc^^ 

(Dmmz-D^^x^mmx^^o 'iU'DX. s y n - f 1 o o d oikmtm 
v^Tt/^-spiD , ^(Di^m\z%^m\t^ \ PT \'v:^t^^<D \ p y h . 

^:t\^^\%^(r>^km\Z^^^9tl V7 \' 1^7.^<D \ Y> f-^T y V\%. LAN 

^^__^l^;fett?>i^«7C I PT H UX^W-rS I Pn^y V(DmW^iz. 
S2ffi55i»^^^-i5't-*5tt^?^5fe I P7 Hl/X^^-r^ I PA-^-y h 

(Dmt^hi(D\.^-rri\z'D\.^x^. ^n^n\zn]^sr^^t^yn'&mm (2^ 
r^i, 2#r«i) fim'Mt^'^x\z. mt^'m2m'^5LmM7'-^ t^^^^ri 
ui,'^-:>tzm'^\z\t.. ^(D^2m^^m^^^'-^(omm7t i pt hi/x^ 

Wf^ I P /^-^^ 1^ • $>^l.iii. II 2 I PT H 
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3 2 

it. 'A^z. mso^mmcDium (T e a r d r o p) (D^^^m^no. 

^yh^<7)^*.. LANll3mt-f>a^^IP7HUXO^IPA°>r'vhS¥ 

n*fL, ^ I p/^-ir.^ hi¥ic^*n^^ii^nfc I p/i^>y ^' (i^^T. 

b < tt> y ^ ^ :A> h^y^y h th^i^n^^-^^^ ^ 0 i ck 0 
^^'4^(7) I P|§feS'J#^Rt>'-7^y^>W:^:7-t>y hroM75^^n^*nf5l--tr 

mm^ (m^^ts om) ^:x±'T!$>^m^iz\t. Teardrop (Dikm 

<h ) ffi IB X -< 1/ ^ 6 II # A ^ o 

^(Di; o ^cC^aJgT^^^^ I P 7 H l/X*^*|Wl-T'. fio^^^ I P 7 F 1/ 
XT&^'L AN 1 lcS-r^^T(D I P A^'V hS¥t3^LTlli;^tT*3n^. 

l/i^^eii, mllSSy n - f 1 o o d /O^^^D ^ nfc^^r ^ < 
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3 3 

7.tm-(D^^ I P 7 H l/X^^-r^ I P/l'ir-;/ hTijtL AN 1 iCitA-T 

Z.tHZ^K) . Te a r d r op(Dijl^A^^>LANl;&^t*K^n'5i:^ 

±m<D \ZT e a r d r opC7)ljir^W^^MS^:fTofe-tl>-tf-5«. 

B4(Di®^0?S[^ (Land) CD^^^aS ^ tT "5 . 
Z-O^mm-Cit. -t >1t 5 I P7 H U7.75^*lsl-T-*^ I P A^ 

>yhS¥CDo-^. L AN lizm-t I PTKUXCO^I P/N'^^-^yhl^ 

I^I P/N°^>y hSfco5^5feI P7h*^X<i:l5]i;M<753im7tI PTH 

i/7s^wr-5>iP/N°'i7-<yhStttis-r-5o ib\z. ^(Dmthvrz I F /-^"r 

h <h 15] i; ^ 5t I P T K U >^ <^ I P /N° ^ >y h <^ 4" > ^ I P A- -b- -V 

h i|pi i;3im7c I p T K u-x^wb. I p /^^r y ho^mnmn^-^ 

^{ctttHbfc I P A'^T/y h =&-^fi6T^nb(7) I P/^'ry h(Dm i P A-^ 
em) U±T:$>^m'^iZ\t. L a n 6 (Di^miJ^W^nxi.^^ :i t^^^ 
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3 4 

^0«t -5 Umm^^^^ I P T H 1/X75^|p1— T, R-D^^^ I P T K 1/ 
7>;&^*L AN 1 IcM-r ^^X(D I P /l-ir^^ h *r L T M^^fr tJti ^ o 

tn-<7^-^^l P7 K l/7.^Wr^ I P A^r-;/ h^i^'L AN 1 tCitA-r^ 

10 ^";i/2li, ±l2itffi5r;I y Y V 7.^XS%% I PTHU>;^Wr^ I 
P A- Vt^M^ -^-v h 3 6 illffl ^ nx < ^ i .^(^ I P ^ ^> 
h^^^b, L AN 1 'v(DjtA^Bi±t--5o unt-J^D, Land(7)5SC 
/)Vf, L A N 1 ^ n -5 o 

15 ^4 ®.lj?!^^*n7='-i$' (c4olt^i*m7C I P T H t lHl-Oil{S7C I P 
T K l/XS.D^>a^ I P T H ^WT ^ I P /I 'b" h «m {3 -9^ 5 ± IB 

p;f^B#r.i (65i-r«^) 7:?^*Mig-r ^ ^tcdppTi^, ^tic^x. '=>nfc^ 4 iiijj^ 

20 cDilif TC I P 7 H V7.^n-^9t I P7 K UX^W-r^ I P/N'^ hcT^L 

ANi^(7)jtA^iaih-r^<fc^Jc77<'\"^^-^i'2?£^jtai-^'i)otJe-p 

L a n d cDij?»7!?^',^(/iTl.^^Pfi 0 , ^ ijC t:: S 3i it TC I P T H 
I PT h* l/X^W-r^ I P/^-^r-;/ hli, LANltCjfeA-r 

25 ^'^iigiT-g) HfIIHll4aij5j«^^T^-^75^'-^^'^^7^j:A^o;t^^ 
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3 5 

I P7 \^\y7.-BLnU% I PT>*l/7.^-r^ IP/l'Ir-yhtT^LANl 

\z-^PL^X^\z\ytzt^. L a n d O li? ^ {3 ^ -5 I ^ h <D iM m tc I 

PTHUT^t. ^^IPTKUX<h}tlW]i;{S-e^^o tJfoT, ^<7)jiit 
7C I P 7 H U X (7) fit 7=^-^5' CD {-tt^ 0 \Z\ ^9t\ PT H^X(DM^7=''< U 

fflia Oct ^ {C, L a n d coijl^cD^^ma^rfro fc-t >-ti- 5 ti. 

CKDSaSTlS. -tr>-tl- 5 lt> H% I PT H 1/ 7^ Tit |W1 - $) ^ I P/1^ 
>yh^(D^-^, LANl \zm-r^^^ I Y 7 \' V 7. <D ^ I ^ T V V 

m^^ti^yh-r^. :i(Dt^. z.<Dtio > h^t^m^m (F'Ja«2o 

ij? ^ 75^'^ ^ ^tifcl P/N-^>y hOjUilTcI PTHl/X<DM7^-^S.tJ^3^ 
^ I P 7 H l/XOM7-'-i5' <!:^ (i^AT. Cin b Ox- ^ 5 ffiijJiP^ 

^cDJ;^7^=!:fflS*t^^ I PT H U 7> 7&t |W1 - T , R-Dt^^^ I PT H U 
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